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European Union Agency for Cybersecurity.
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Information leakage - Ransomware
ceocccssann HIUUNAIUT SNWIITTVTUTIU HITATINUIATIIU AUAIUIVITINUYY




Top Security and Risk Trends
for 2021

Cvybersecurity Cvyber-savvy
mesh boards
Vendor Identity-first
consolidation security

Managing machine identities becoming
a critical security capability

“Remote work” Breach and
now just “work” attack simulation

Privacy-enhancing computation techniques

gartner.com
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CASE STUDY: Relevance of Cybersecurity Risk and Cyber Attacks to Financial Statements Audits

Deletion of Financial Reporting Data

A manufacturing company was subject to a
cyber attack, which deleted some of its financial
reporting data. Without appropriate data backup
and recovery controls, the company may not be
able to present complete and accurate financial
information.

DoS Attack to Online Retail Platform

An online retailer experienced a distributed DoS
attack to its online retail platform, an attack to make
the online service unavailable by overwhelming it
with traffic from multiple sources. This resulted in
customers being unable to place online orders for

<+ an extended period. This represents a business

. risk to the retailer with an opportunity cost of lost

... revenue when the system is down rather than a

direct impact to the financials of the entity.

Loss of Customer Information

A financial institution experienced a cyber attack
which resulted in the loss of sensitive customer
information (credit card information). There appear
to be no direct impact to the financial statements
or the entity’s assets. However, there may be
other consequences arising such as penalties for
breaching data privacy, potential lawsuits from
affected customers, reputation damage, or even

potential impairment and going concern issues,
especially when the breach is material. o, ..

Cybersecurity Risk
Considerations in a Financial
Statements Audit
June 2018

N https://isca.org.sg/media/2240014/i .pdf
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IT (information technology) security refers to protecting data and information systems from unauthorized
access. It involves implementing processes that prevent the misuse, modification, or theft of sensitive

company information. On the other hand, cybersecurity covers the protection of data on the internet-

2

particularly from hackers and other cybercriminals.

i https://securityboulevard.com
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AuLFgA I UWmAlUlagdrsauwmd (T Risk)

o audsssnusssInAUasumaluladansauna (T Governance)

* AALEBITIUNITSNIANTuAIUaenfEduAlLlaBansauwe (IT security)

o mnudssinumsuURMuNgnsuasndnnaeinAgeaiumalulaansauma (T compliance)
* AALEBITIUNITUSMISIASINTS (IT Project Management)

* AmULABINUNTITUINITIINYARanIUen (IT Outsource)

w1 = 1S027001, BOT.SEC 11as OIC
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AuLdeRnuleuas (Cyber Risk)

AUNNUNRILINGIFEASLazALLLABIATRA (@Y. ¥58 NSTDA) Tuanunuigves lgiuas (Cyber)

Ao Afinsournanalauasiufing (Cybernetics) waziinnumineinieidesiuszuuToTouas
FinpIevisannailan

® Critical infrastructure security ‘Vf%@ﬂ’]ﬁﬂ‘mmmﬂa@@ﬁmaﬁiﬂ'ﬁﬂa%’]Qﬁugm

* Application security #39ANNUaaAN8YILDUNALATY

* Network security #38An1Uan uve9LATaUNeY

* Cloud security #5pAMNUADANBULARTIA

* Internet of things (IoT) security ®saANUanafsves 1oT.

n3aUN15UsTIEUANUNIBNATY Cyber Resilience 989 5UM. (Link download)
https://www.bot.or.th/Thai/Financialinstitutions/PruReg HB/FSINotifications/Cyber%20resilience%20framework%202019.pdf

16-0ct-21 YU $Ne1RTIIUTIU A5IAESNNINGEIN FuaudnIndyd 10



IT/Information Security, Cyber Security, and Cyber Resilience

Unknown, unpredictable,
uncertain, unexpected

Known non-CIlA

Known CIA

1

| - -

I Information security
1

M

Cyber security

:-|

Cyber resilience

ICIA = Confidentiality, Integrity, Availablity

Source: “Cyber Security strategic achieving cyber resilience”, Information Security Forum (ISF), www.securityforum.org

14-Oct-21
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1. 55539 amumalulagansana (IT Governance) v
2. M3Snmanuiunslasanamunalulagasauma (IT security)
2.1) U lgueuazuInimIsn¥InNUNUAIlanaN suBITLUIUATAUINA v
(information security policy)
= %} %} A 9 = /
(2.2) MUITIAMININGAUA1UNA Tu Tadasaiuned (IT asset
management)
v

(2.3) M399 lAT9a519ANNNUAYa0AABYBITLU VAT AUINA (organization

of information security)
9
(2.4) MIAIUANNITLU 194 (access control)

(2.5) MINIUANMINTHATOYA (cryptographic control)
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IT Risk
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BOT SEC

qAue. 21/62 a%. 37/2559 WIRIHNE
wil. 3/2559 IT Risk
] ) Y] 9 .
(2.6) M3TNHIANNNUAIUaANINIIMIENINLAZENINLIAADN (physical and v v v
environmental security)
(2.7) MITAIANVNUANADANBUDITZUVIATBUIEAD AT (communications v v v
security)
Y] o Y] A oA 9
(2.8) M3TnpaNuiuatasany lumslginauaiuma TuTasasaume (IT v v v
operations security)
(2.9) MIANULATMIWAUITLUY (system acquisition and development)
= Y] A a
(2.10) MavImsIamamamssinalnauazdamii (IT incident and problem
management)
v v v

(2.11) MIdaNWNURNRUAIUNA T Tada 5N (disaster recovery plan)
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(2.12) ﬂ13U§ﬁ135ﬂﬂT§ﬂ’JWl§f8@%Wﬂ‘]_qlﬂﬂaﬂwuﬂﬂ (third party risk management) v
(2.13) MIVIMITIAMIANNNUAIaoANIMUNTWEINTYARA (human resource v
security)

3. MsUsmsaNN@eanmalulagarsaung (IT risk management)
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4. ﬂ]‘i‘l.lg]‘l.lﬂﬂ1Nﬂ§]?‘i3~l1ﬂ!!ﬁ$?‘iaﬂ!ﬂm"nﬁ!ﬁﬂ’Jﬂl@)ﬂﬂﬂ!ﬂﬂiﬂiaﬁﬁﬁﬁumﬂ T

compliance)
v = .
5. MInsvaeuMmnalulagaisamna (IT audit)
7= v Y = .
6. MIVINIIAMIIATIMINMnalulagarsang (IT project management)

o v a LY Y LY @ o J
7. fnﬁfnﬂ'lJ(:]!m!m3'lJ5‘Iﬂ5‘1]9]fﬂﬁﬂ’31Nlaﬂx‘lﬁ1uﬂ1ﬁﬁﬂﬂ1ﬂ313\luuﬂflﬂﬁf’)ﬂﬂﬂ"l"lﬂ‘ﬂﬂi
(Cybersecurity)
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* §Ud.21/2562 aeianinaEinIsAInuaLandidssumalulagasaund (Information
Technology Risk) su1A1su#sUssmalng

® 45. 37/2559 15399U9NMMUA LUS18a2LD8ALNYINUNITIN ANSZUUWMALUlagd1sauwmd n.a.6.
a a wa Y vy =
* uy. 3/2559 13auurufunlunisdalidiszuumalulagansaumd n.a.o.

* LUIUHRUR 1399 AISAIMNUALALAZUTITIANTTANMEBIA WALl ag a1 saumAYaIUTENYseiUY
In / Ysenudundne w.e. 2564 a..n.
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THANK YOU

/ﬁ\ https://www.tfac.or.th A1 @TFAC.FAMILY E tfac@tfac.or.th

n https://www.facebook.com/TFAC.FAMILY https:// waww.youtube.com/TFACFamily 02 685 2500

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity.
Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is
received or that it will continue to be accurate in the future. No one should act upon such information without appropriate professional advice after

a thorough examination of the particular situation. Materials published may only be reproduced with the consent of TFAC.



