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uni azlsAa Cloud

* Cloud ABNISIHAUSNTISATU Computing Service 19U Servers, databases, network, software
NIUNY Internet (28819 Office365, Google Drive, One drive, aws, dropbox, iCloud)

* Cloud Service Provider (CSP) \lugliusnisnmeusndnumnalulagansauna Ussnnils

* M5liUINITMEIUINIIABUBNATUIUMALLLaESEWmA (IT Outsourcing) ¥H18AININ
mﬂﬁi’fu'%msmn@ﬁu’%msmauaniumiﬁﬂLﬁumsé’mmumﬂiuiaﬁmsaumﬂﬁudu‘%ﬁm GRGE
UNALLAIUSENADIALUNITLEY
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On-Premises vs. Cloud

*  SUUILLAY Data Center guanazdanslagidimihiivesuisnuazdn *  s¥UUIY u3e Data Center Ingitaviun vi3e unsdiuguauazdanislned
fogluanuiivesuitiies Tusnsneuenias dnsegluanuiivesdliuinaniouen

s gnrensvduvens Wasuwlas leudne o Fremuiildase (Pay on demand)

e dalgaruau Infrastructure (81A15 %94 Data Center, Fire prevention o JesensUSUABUILR
system) . ﬁmmmmﬁa’l,umifjﬁzwmuﬁsmL%ﬁ"g

* dplUanea1u Data security o Al Data security #in

*  mrwannInlunsitoya (Data recovery) Tupgfunisoanuuunis *  M3Usednw Server Uag Infrastructure Yavilagylviusnig
AIUAY

* {A1l4918 Maintenance Agreement @1%5U Server Way LASIAS19UDIMDS
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Usznnva9 Cloud SARS
- » ORACLE w
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/ aws aws

Managed by
Organization

Managed by
Organization
Managed

by CSP

Managed
by CSP

Managed
by CSP

IAAS PAAS SAAS

Infrastructure as a Service Platform as a Service Software as a Service
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* numuMIAIUANTtUmAlulagasaumne

App

ERP

YIS

IT Governance / OS / DB /Network / Process
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*  MIUIMMIIANSElTaY e
*  MsiAANUUABANYLAL STREUTTUUIY / \
*  MIUIMsIANSEldaunangas I

*  AIERUNIU Log AMUANUABAABATAUmNA
*  AsUIMTIANISNSIUAsULUAIIEUU (Manage Change)
*  MsUImINMsUURnusuwmaluladansauna (Manage IT Operation)
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* n15l497u Cloud Computing 8128lAN3LERRAU [T General Control Mldsuluuaziinansznuse
JUNTTNY

HeauUnUnIs:
* yihanunlanusenly Cloud Computing Useinnezls wagoeisls

® FARUNIUNITATUANVBIEIUINIS Cloud (CSP) Ausialy

1. @unu SOC Report (§73) gAumsgaunaieswassgany nlbiiieaeliviite 2)

2. @oUMUNIAIVANTIELIUTNNS Cloud (CSP) lngEn3aaauted lagUseauaupIuusen

® FAAUNUNITAIVANNITUTINTIANITHINUSNISA18UBNYBIUTEN (IT Outsourcing Management)
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PaaS CSP SaaS CSP

U
Software —= G i Audit Directly
Coiitrel Audit Directly
S —
Pt
Application
level (ITGC)
Platform —=
Servers
and operation
systems
S —
Jsonast
Management
console
Infrastructure —= Data
storage
Physical
S —
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SOC Report

® SOC - Service Organization Control Report

. 's"nﬂmuwamsmfmaauﬁ%’ﬂﬁﬂﬂﬂQ’m'maauﬁﬁ%ﬂszmﬂﬁaﬁ’m%’mm
CPA 21011INTFINEINS %’Uimmsmuqmaaﬁﬁﬁﬁ%nﬂsnﬂauan
(Service Organization %38 CSP)
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Usztnnuag SOC Report

Scope: Security, confidentiality, processing integrity,

availability, privacy controls

SOC 1
SOC 2 Type 1 SOC 2 Type 2

Scope: Internal Control over financial reportin
g P : Compliance audit happens at ~ Compliance audit happens

SOC 1 Type 1 SOC 1 Type 2 a point in time over a period

Financial audit happens at a  Financial audit happens over

oint in time a period
P P SOC 3
f Scope: Same as SOC 2 (Summary - no detail)

SOC 3 Type 2 (Only type 2)

Compliance audit happens over a period (Summary)

JuWmLY $NB19ILIUTIU ATIARTINNINTEIN AuaudunIndayd 13



LUINIINITEDUNIU SOC1 Type 2 Report

1. #9UNIUVBULUANTITATIVEDY (STUUVIULAZNTTAIUAN)
HOUNTUITTILIANVDINTHUATIVEDY
UszliuanuinotovaEns29eau

#9UN1U control objectives

kR D

doumuusEuinsIany (Deviation) wag N1sAaUdUBY (response)

Evaluated
Concluae

Risk

74
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M29819 SOC 1 Type 2 Report
& acea o

Documentation of use of a type 2
service auditor’s report in an audit
of an employee benefit plan’s
financial statements

PLAN NAME: CLIENT NUMBER:

PLAN YEAR END: SCOPE OF PLAN AUDIT:

Ref: https://www.aicpa.org/resources/download/documenting-use-of-soc-1-report-in-an-employee-benefit-plan-audit

JuWmLY $NB19ILIUTIU ATIARTINNINTEIN AuaudunIndayd 15



M29819 SOC 1 Type 2 Report

Section | — Type 2 SOC 1 report general
information

NAME OF SERVICE ORGANIZATION

NAME OF SERVICE AUDITOR

SERVICES PROVIDED BY THE SERVICE ORGANIZATION

LOCATIONS COVERED (IF APPLICABLE)

PERIOD COVERED BY THE TYPE 2 SOC 1 REPORT

Section Il = Service auditor's opinion

What type of opinion did the service auditor express in the type 2 SOC 1 report?

__ Unmodified

__ Modified

If modified, document the nature of the modification(s), and any potential effect it may have on the risk of a
material misstatement in the employee benefit plan’s financial statements in the box provided below. Note:

A maodification may affect a single control objective (e.g., controls related to enroliment) or may affect
several control objectives (e.g., IT general controls over logical access).

U
4
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M29819 SOC 1 Type 2 Report - (#i8)

Section lll = Period covered by the type 2
SOC 1 report

Does the type 2 SOC 1 report cover the period covered by the plan’s financial statements that are being
audited?

» Reviewing documentation and correspondence issued by the service organization to management
regarding changes to the programs, software, or controls or any noted issues.

+ Obtaining additional audit evidence regarding the operating effectiveness of controls at the service
organization for the portion of the period that is not covered by the type 2 SOC 1 report. If the plan
auditor believes it is necessary, he or she may request that the user organization (plan) contact
= No the service organization to request that the service auditor perform agreed-upon procedures at the
service organization or the plan auditor may perform such procedures.

Yes (skip to Section 1V)

If the type 2 SOC 1 report does not cover a significant portion of the period covered by the plan’s financial
statements, was evidence about the operating effectiveness of controls obtained for the period that is not
covered by the type 2 SOC 1 report by performing additional procedures? Examples of procedures that
may be performed include:

Conclusion:

Document the plan auditor's conclusion and any procedures performed, as applicable, and include any
supporting documentation.

e Making inquiries of the service organization about any major changes in the controls or processes,
any noted issues, or any changes in programs or software at the service organization since the
period covered by the service type 2 SOC 1 report.

(Note: Some service organizations provide a “bridge letter” that addresses the period from the
date of the service auditor’s report through the most recent calendar year end.)

Name of service organization representative contacted: _
Telephone number:

Date contacted:

Contacted by:

Results:

U
L%

JuWmLY $NB19ILIUTIU ATIARTINNINTEIN AuaudunIndayd 17



M29819 SOC 1 Type 2 Report — (§8)

Section IV — Service auditor's professional
reputation

If the plan auditor is unfamiliar with or has no experience with the service auditor that issued the type 2
SOC 1 report, the plan auditor should perform procedures concerning the service auditor’'s professional
reputation. Examples of procedures could include reviewing on-line sources of such information such as
the Public Company Accounting Oversight Board’s (PCAOB) website, which includes registration listings
and inspection reports; the AICPA’s website from which peer review reports and peer review acceptance
letters can be accessed; and the website of the applicable state accountancy board. If no information can

be found, document that fact, and determine the effect on the audit.
Was the service auditor’s report prepared by a CPA firm with whom the plan auditor is familiar?
__ Yes (skip to Section V)

No

Document procedures performed and include any supporting documentation.

JuWmLY $NB19ILIUTIU ATIARTINNINTEIN AuaudunIndayd 18



M29819 SOC 1 Type 2 Report — (§8)

Section V — Use of subservice
organizations/carve-outs

Did the service organization outsource any functions relevant to the plan’s internal control over financial
reporting to another service organization (a subservice organization), and was the subservice organization
carved out of the type 2 SOC 1 report?

Yes

No (skip to Section VI)

If yes, in the table below, list the names of the subservice organizations and the functions performed by
the subservice organizations identified in the service auditor's type 2 SOC 1 report (and also in the
description of the service organization’s systems). (If the service auditor’s report uses the carve-out
method, the functions performed by the service organizations will be provided but the names of the
subservice organizations may not be provided.) If the functions performed by the subservice organization
are significant and relevant to the plan’s internal control over financial reporting, the plan auditor may
consider obtaining additional information about the subservice organization’s controls. Such information
may be available from user manuals, system overviews, technical manuals, the contract between the plan
and the service organization, and reports on the subservice organization’s controls, prepared by other
service auditors, internal auditors, or a regulatory authority.

Complete column 3 to document or reference work performed to address the carved-out subservice
organization(s). If the controls and functions performed by the subservice organization are not deemed
relevant or significant to the plan’s internal control over financial reporting, indicate N/A.

Work performed to address
Functions performed carved-out subservice
organization

Name of subservice

organization

JuWmLY $NB19ILIUTIU ATIARTINNINTEIN AuaudunIndayd 19



f29819 SOC 1 Type 2 Report - (§18)

Section VI — Identification of control
objectives and deviations noted

In this section, the plan auditor will begin to note the control objectives to determine what is present and
what is not, and any noted deviations identified in the results of tests of controls that may affect the nature,
timing and extent of audit procedures in an employee benefit plan audit. List below the control objectives
included in the description of the service organization’s system.

Page(s) #(s) in service
Were deviations noted in the organization's
service auditor's description of description or service
tests of controls and results? auditor’'s description of
tests of controls where
control objective is
located

Control objectives included in the service
organization’s description of its system

Controls provide reasonable assurance that:

1.

2.

* For any yes answers, complete the table below.

In the table below, summarize the service organization’s and plan auditor's response (if any) to any
deviations identified by the service auditor in the description of tests of controls and results. Note:
Deviations in the results of tests of controls should be considered individually and in the aggregate to
determine their effect, if any, on audit procedures to be performed.

Service organization’s

response included in the

description of the service | Plan auditor’s
Deviation(s) noted organization’s system response

(such responses are not (see note below)

covered by the service

auditor’s opinion)

Control objective #

(from table above)

YU SNE1RTIIUTIUN A5IAESNNINGFIN FuaudnIndyd
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M29819 SOC 1 Type 2 Report - (#8)

Section VII — Complementary user entity

controls

Summarize any complementary user entity control considerations identified in the service organization’s

description of its system.

Complementary user
entity control
considerations identified
in the service
organization’s
description

Are the complementary user entity control
considerations identified in the service
organization’s description relevant to the
plan?

Work paper
reference

If no, document below. (see note below)

If Yes, document or reference work performed to

ensure complimentary user entity controls are in
place

YU SNE1RTIIUTIUN A5IAESNNINGFIN FuaudnIndyd
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M29819 SOC 1 Type 2 Report - (#8)

Section VIII = Documentation of evaluation of
the control objectives

If the type 2 SOC 1 report covers only the payroll process, skip Section VIl and go to Section IX.

In the following section, the reviewer or plan auditor can begin to evaluate whether the service
organization’s description of its system contains controls and control objectives relevant to the assertions
included in the employee benefit plan’s financial statements. (These are documented in columns #1 and
#2 in the table below). In addition, the plan auditor will need to evaluate whether the tests of controls
performed by the service auditor and the results of those tests provide sufficient appropriate evidence of
the operating effectiveness of the controls to support the auditor's risk assessment.

The plan auditor should consider the following factors in making that evaluation:

+ The nature, timing, and extent of the testing. For example, when testing controls, the service
auditor should perform procedures in addition to inquiry, as required by related risk assessment
standards

* Results of the tests of controls (e.g., any noted deviations)

Evaluation of the Control Objectives

Does the description of Do the tests of operating
the controls and the effectiveness and results  Reference from Section
control objectives of those tests support VIl to complementary
enable the plan auditor the achievement of the user entity controls
to evaluate the design stated control objective?  identified in the
and confirm the (Yes/No) description that are in
implementation of Note: Consider the place to support the plan
relevant controls and effect of any deviations auditor’s risk
assess risk? identified in the table assessment
(Yes/No) above in Section VI

IT General Controls/Control Objectives — Logical Access and Program Change Management

Controls/Control Objectives Related to New Plan Set-up — Plan Provisions

JuWmLY $NB19ILIUTIU ATIARTINNINTEIN AuaudunIndayd 22
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M29819 SOC 1 Type 2 Report - (#8)

Section IX — Payroll processing service
organizations

Most large payroll processors provide a type 1 or type 2 report but such reports vary widely as to what
services are covered. In addition, some payroll processors issue several reports that cover different
locations, services or markets. Plan sponsors may contract with different payroll processors to provide
different services. Plan sponsors are expected by the payroll processors to have controls in place to
ensure accurate input and submission of data to the payroll processors (complementary user entity
controls). Once the plan auditor has obtained the proper type 2 reports, the plan auditor can complete the
following sections.

Documentation of the Evaluation of Payroll Reports

In the following section, the reviewer or plan auditor can begin to evaluate whether the report contains
controls and control objectives relevant to the assertions included in the employee benefit plans financial
statements. (These are documented in columns #1 and #2 in the table below). In addition, the plan auditor
will need to evaluate whether the tests of controls performed by the service auditor and the results of
those tests provide sufficient appropriate evidence of the operating effectiveness of the controls to support
the auditor’s risk assessment. The auditor should consider the following factors in making that evaluation:

* The nature, timing and extent of the testing. For example, when testing controls, the service
auditor should perform procedures in addition to inquiry, as required by related risk assessment
standards

* Results of the tests of controls (e.g., any noted deviations?)

Evaluation of the Control Objectives (Continued)

Does the description of Do the tests of operating
the controls and the effectiveness and results =~ Reference from Section
control objectives of those tests support VIl to complementary
enable the plan auditor the achievement of the user entity controls
to evaluate the design stated control objective?  identified in the
and confirm the (Yes/No) description that are in
implementation of Note: Consider the place to support the plan
relevant controls and effect of any deviations auditor’s risk
assess risk? identified in the table assessment.
(Yes/No) above in Section VI

Controls/Control Objectives Related to Set-up of New Employees (demographic data, pay rates, withholding amounts)

Page # in the service
organization's
description or service Control objective as

auditor’s description of listed in the description
tests of controls where (from Section VI)
control objective is listed
(from Section V1)

JuWmLY $NB19ILIUTIU ATIARTINNINTEIN AuaudunIndayd 23



M29819 SOC 1 Type 2 Report - (#8)

Section X — Conclusion

Has the user auditor obtained a sufficient understanding of the control objectives and related controls at
the service organization that is relevant to the plan's internal control over financial reporting in order to
assess the risks of material misstatements and to design the nature, timing and extent of further audit
procedures?

Yes

No
Note: If the plan auditor concludes that information is not available to obtain a sufficient understanding to
assess the risks of material misstatement, he or she may consider contacting the service organization to
obtain specific information or request that a service auditor be engaged to perform procedures that will
provide the necessary information, or the plan auditor may visit the service organization and perform such
procedures.

Include any additional comments.

Prepared by: Date:

Reviewed by: Date:

JuWmLY $NB19ILIUTIU ATIARTINNINTEIN AuaudunIndayd 24
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a.  @9Unu SOC Report (1H) gAumdnzauneLiieswesseay (mnliiieanelviviide 2)
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3. d@unu SOC 1 Type 2 Report
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b.  #BUMUSTYLLIAVBINTEHUATIVEADY

0

Uszillumuiiiefievadlnsiveaey

Qo

d@aUn1U control objectives
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THANK YOU

/ﬁ\ https://www.tfac.or.th TNy @TFAC.FAMILY E tfac@tfac.or.th

n https://www.facebook.com/TFAC.FAMILY https:// www.youtube.com/TFACFamily 02 685 2500

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity.
Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is
received or that it will continue to be accurate in the future. No one should act upon such information without appropriate professional advice after

a thorough examination of the particular situation. Materials published may only be reproduced with the consent of TFAC.



